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e phpyii/init

o &5951utaya'ly 4a yii2-workshop-rbac-db

e %inA13 config gwuﬁagaﬁ common/config/main-local.php Iaifiag’lu
Aayaway username & password tl&au localhost 1w 127.0.0.1 Wignsias
e YinNTUILANFIUUDYA user TaaladFds php yii migrate
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A9l

o user-a,user-a@gmail.com, 123456
o user-b, user-b@gmail.com, 123456
o user-c, user-c@gmail.com, 123456
o user-d, user-d@gmail.com, 123456
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Please fill out the following fields to signup:

Username

‘ user-a ‘

Email

‘ user-a@gmail.com ‘

Password

navanaInsiaulgsaizausaalvvinnsnadau login Inamnsaladonuleasy
wia 'l Wasirsaundnidsa itsvina1sanadautayanaise user Igw
578569

mysgl> select username,email from user;

f————— fom————— +
| username | email |
Fomm - o +
| user-a | user-a@gmail.com |
| user-b | user-blgmail.com |
| user-c | user-c@gmail.com |
| user-d | user-d@gmail.com |
f————— fom———— +

3 rows in set (0.00 sec)

itlan1512i91u RBAC

Yii 2 1 RBAC T¥ilRan1aonu 2 WUy Aa viilrbac\PhpManager and
yii\rbac\DoManager W92 §IHA15vINIUNENY Lisnafu singAuRn1sLAy
dayawihiiuuaiusdazidanldonu audatreiuiiazidanizdoy
yiilrbac\DbManager WEANNsaTANTLEdE dasantaya'l6an
database 2avtn

itl@aivu yii\rbac\DbManager

\ila W& common/config/main.php WX authManager 12"l

return [
VA
'components' => [
'authManager' => |

'class' => 'yiilrbac\DbManager',



1{12937n DbManager LAUAANAT db AITULTIALEDIUNANTATIRTIIANTIIN yii
w3aulitviuar1aalad migration 1341ila command line waa12i1'119 root Tusidm
22915710 TUVIN NS UANE

php yii migrate --migrationPath=@yii/rbac/migrations
[<3 v
AACNUUAINU

Yii Migration Tool (based on Yii v2.0.6)

Total 1 new migration to be applied:
ml40506 102106 rbac_init

Apply the above migration? (yes|no) [no]:yes
*** applying ml140506 102106 rbac init
> create table ... done (time: 0.050s)
> create table ... done (time: 0.019s)
> create index idx-auth item-type on (type) ... done (time: 0.025s)
> create table ... done (time: 0.027s)
> create table ... done (time: 0.024s)

*** gpplied ml140506 102106 rbac init (time: 0.174s)

Migrated up successfully.

%
<=2

wavvinnsiiag lugiudayazadsiaznuindiansrelutduan 4 a9 dedl

mysqgl> show tables;

| auth assignment |
| auth item

| auth item child |
| auth rule |
| migration |
\ |

user

6 rows in set (0.01 sec)

M1519Ua9 RBAC agdl prefix 11141171 auth  L&UA



f1%AN error anasavaNIFaumauilnlugiugiuzaya 119n

siaonda’la wnnde'li'lalviaasil&au localhost tilu 127.0.0.1
\f1a migration t@3a3ausan lanasaugIutayaazwuIndaislnidunn 4
A1519Aa

o itemTable Aaziayas1anns role wag permission Wonuad9azLAiulin
M9 auth item

e itemChildTable \luiayaiiuanin role dluuatnals role ag'lstnede
AU'LIAMNS9 auth item child

e assignmentTable \Hlun151975vu71 user usiazaud role 1iluazlsvzad
Anavinaylsine aseflazifludsey LAVIANNTY auth assignment

e ruleTable : \HumsevitAudayalvidu Rule segiasiodiu tAul3n
M13 auth rule

Wiamatilan1512491u authManager uagta3augIulay L&z ausas 131AY
gusazanldeiu authManager WU ViiSapp 16 Godl

Sauth = Yii::S$app->authManager;

fnsagsaazidaatfinidiuil DoManager vinagls'laiine 167l

A158319 RBAC

ndoanfiraanuuuuaziilani1sldeny authManager 1ua? dunausalida
2211158579 RbacController atflu Controller wuu console Aasiadlaniu
command line tvi11u Mea9¥in6I1u command line tws1gdn@innsas19 rbac 1314
zvinAafILden aniuinginisud’la role 699

I31agvinAsas19'lWa RbacController V3
console/controllers/RbacController.php wa&5191anau

<?php
namespace console\controllers;

use Yii;

use yii\helpers\Console;
class RbacController extends \yiilconsole\Controller ({

public function actionInit () {

Console::output ('Yii 2 Learning.');



?>

31859 RbacController duaniiialdlunisasne Rbac madatnnagwuin
controller extends 638 yii\console\Controller a1l controller Un@isnlal
91uAU eauil RbacController fi 1 action &a Init Taa 1y echo Aamuaanu iy
"Yii 2 Learning"

neaaadtzanldeiu 1aatila command wad cd i lUMR USRI INTUSY
ANRY
php yii

gwuAutamNlszunall Tdanasaruaeazd rbac/init s lagsneliduun
A7

This is Yii version 2.0.6.

The following commands are available:

- asset Allows you to combine and compress your
JavaScript and CSS files.
asset/compress (default) Combines and compresses the asset files a
to the given configuration.
asset/template Creates template of configuration file fo
[[actionCompress]].
VA
- rbac
rbac/init

To see the help of each command, enter:
yii help <command-name>
<4 G [ 4
idusaanldeouleiae
php yii rbac/init

ATWUAAAINGIT

Yii 2 Learning
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User A

Assginment

Management . Delete unaouAuBu Ta

¢

Author ManageUser
User B

- Create UnpoU
- Update unaou

- SamstoNanisviu

User C

auviaanuuu’litsnazuav Role tilu 4 dszian uagiiin ManageUser undn 1 role

e Author &vsuediauunay

e Management &1 USUAANITUAYAUNAINN
e ManageUser & niudanistayasideiu
e Admin &YNIUKNALATZTULU

ﬁomn@mumwum admin azatigudgauaz i role 6199 liatinals admin
Wariazli admin anunsavinnnaene'le aui role Aaganalafidnivinuazis
165N ManageUser tata1l3iludinaadnniseladou Asaduanaan
1nann Admin wabitaunsalvidgnalunsianisdayaduaudug 18l
admin 16 szuuaglefingudu

UAVNNTUULTILYINNTF assignment @ role TWAU user A9 Aol

e user-a:admin

e user-b:Management

e user-c:author

o user-d: 'lisa9lv&nE lan'lineaay



fdornadnwulaletaanlaou role ManageUser La gl LWSY
ManageUser atin1el6 Management agualtiialaan Management
Aaganuisaladenu ManageUser lalat

UA1T&379 role 151383 TAINUKY Yii:: Sapp->authManager LRAYINANT
83719 rbac TaafWerAtunang Mldeudeil

o removeall() iiluWorddu clear 2iaya rbac ienua Tusasziannslal
IUGIBATU

o createrole () tHuM&IRLA11IET role

o add() fluddeiiuvin role,rule,permission AU AIIUA

e addchild() &usaninualni role,permission ﬁm"aamsatjmn‘lm’
role TuuA'ls

® assign() WHludrdaniarliuau role 1WAy user eagns

TUntwa console/controllers/RbacController.php 14vinn15&319 rbac
AuTARGIUA9E

<?php
/.

public function actionInit () {

Sauth = Yii::$app->authManager;
Sauth->removeAll () ;
Console: :output ('Removing All! RBAC..... ")

SmanageUser = S$auth->createRole ('ManageUser');
$manageUser->description = '&usuianisdayasldu’;
Sauth->add ($manageUser) ;

Sauthor = S$Sauth->createRole ('Author');
Sauthor->description = '&WmSumsidauuneaiu’;
Sauth->add ($author) ;

Smanagement = Sauth->createRole ('Management');
$management->description = '&WMiudanistayanlidviunasunaIu’;
Sauth->add ($management) ;

Sadmin = $Sauth->createRole ('Admin');
$admin->description = '&@UFUNATQLATIUL' ;
Sauth->add ($admin) ;

Sauth->addChild (Smanagement, SmanageUser) ;
Sauth->addChild ($management, $author);
Sauth->addChild ($admin, S$management) ;

Sauth->assign ($admin, 1);
Sauth->assign ($Smanagement, 2);

Sauth->assign ($author, 3);



Console::output ('Success! RBAC roles has been added.');

AATUYINASFUA&ILR &S rbac anTildaanuuyuly

php yii rbac/init

(%

A HaaNE G

Removing All! RBAC.....
Success! RBAC roles has been added.

nd9aniiu Bisvinasasagaudayanisa auth item agwunfidayadu
WUAT 4 uaddivAAa Role Mg laasaliduLas

mysql> select name,description from auth item;

R it e +
| name | description |
fmm e Rttt +
| Admin | & nFuNITALATTUL |
| Author | & uFunmsidauunaiu |
| Management | & SudanisdayarldeiuwazunalIny |
| ManageUser | &wiudanisdayarldonu |
e ettt e +

4 rows in set (0.00 sec)

Tusiunav auth_item_child Mtiluansraiuanin role Tiuatinanals role as'ls

mysqgl> select * from auth item child;

f—————— - +

| parent | child \

fomm - e +
Management | Author

| Admin | Management |

| Management | ManageUser |

f—————— - +

3 rows in set (0.00 sec)

WRYRAVINE auth assignment aztiumsenuaniiuser pulnufidgniayls
13a'le5u role ag'ls

mysql> select * from auth assignment;
fo————— e o +
| item name | user id | created at |
fom e e fom e +
| Admin [ 1 | 1440917151 |



| Author | 3
| Management | 2

1440917151 |
1440917151 |

fong 1316 WANE user-d twzazan linaaauzintdeuly
nsdlaulifidnd

\&5at3uusa s NN5&3519 RBAC DB iTudiaq wadiiag (Lw\'n'j'\am”ﬂaﬁLa'uLa'mm’fiaﬂ
W UAU ANAATAIUNBEINH B U UADEIUDINN) naganndiAiunisdealu
controller sn99 wazn1s&s19Was assignment role Wi user tialyisndnnns
andlednee

aanfu Access Control Filter

U

Aauns1azrinns3anldonu rbac M legs9du 11sa9vinANNLNTadY
Access Control Filter Tu Controller Aau Access Control Tug&iuuav controller g
usasagaunisiildnuluwsas action TaaisaunsadIvuaLag eI
weiag role #unsaluitanlavu action az'ls'lalinoldu avthor &uNsaL2NTA
91U index,view,update et role Management &MATaLEIlAU
index,view,update,delete 1Hlusiu uazyinlifidgnasagrbisnunsacinladouls 4
Unéian role default agf 2 4 Asanusasanldldiasda

o yldouidandu (@)

o Hladounilailadansu (?)

Taais 2 Mfsausadiviuaa1lugiu Access Control 1@ Controller liaadg
Aaeing

<?php
use yii\web\Controller;
use yii\filters\AccessControl;

class SiteController extends Controller

{

public function behaviors ()

{

return [
'access' => [
'class' => AccessControl::className(),
'only' => ['login', 'logout', 'signup'],
'rules' => [

[
'allow' => true,
'actions' => ['login', 'signup'],
'roles' => ['?'],



'allow' => true,
'actions' => ['logout'],
'roles' => ['@'],

Access Control Filter tilugiunavarsAiviuam lvitisiag action 31 Role 1y
susan 19y action aglsleatng inaunsafiivuaaiaitla g uru
function behaviors () uad Controller lataalaafiiuanialu property
access MAIMNTUATUTOsTYLALRLTN action Wulrian Tl datine
L action logout 6V login Aaudivagrinn1sizanideu logout La agdatnmain
1571311 roles (ilwatagvane ¢ wiladisaailuaui login inuaviniiu dolu
&IUUDY actions L51A¥ITUA action Ale

'allow' => true,
'actions' => ['logout'],
'roles' => ['Q@'],

1,

frua 189" login Alaeu'le 2 action @a 'login', 'sighup' LALATY roles AATUUA

1
v al o

ety 2 WaszyInilulasAlavielai'ls login

'allow' => true,
'actions' => ['login', 'signup'l],
'roles' => ['?'],

1,

fitflun151291u Access Control Filter nuuiadialy 1s1agannsanIuaunIsLAN
Tdouldua Randy, lidandu usdinintsazaiuaunlsin ladounasann

[ a o 1 g aa = o 14 n’ 1 Qs 1
[anauuad Ly flavuuvauaraidnanisianldnunuanetadu aglai
f1u15avin'lel 49 RBAC azaunahansoil

RBAC #i51agldonufudildau role default e , » itfludta Role auvitsleig
4y 1afu Author,MangeUser,Management

8919 Blog uaziaan 2y RBAC



1513¢&379 Controller dusnins ilanaaadlzonu RBAC Msashedu Taaazyin
szl blog 91819 WvinAsa519015719 blog Gt

CREATE TABLE "blog ™ (
"id® int(11) NOT NULL AUTO INCREMENT,
"title’ wvarchar (255) DEFAULT NULL COMMENT 'ﬁaﬁao',
‘content’ text COMMENT 'ifiamn',
‘category’ int(11) DEFAULT NULL COMMENT 'WuI6aWy',
‘“tag’ wvarchar (255) DEFAULT NULL COMMENT 'ﬁWﬁﬂ',
‘created at’ int(11) DEFAULT NULL COMMENT "8 Tui Y,

‘created by int(11) DEFAULT NULL COMMENT '®9len T,

‘updated at’ int(11) DEFAULT NULL COMMENT 'udlaun',

‘updated by’ int(11) DEFAULT NULL COMMENT 'unlaiea’,
)

PRIMARY KEY ( id"

KEY “title’ (‘title’),

FULLTEXT KEY ‘“content’ ( content’)
) ENGINE=InnoDB DEFAULT CHARSET=utf8

n1TurinAg Gii model 139 common/models tidalwgnu1satadouladite
backend,frontend

Table Name

Model Class
Blog

commonimodels

Base Class

yitdb\ActiveRecord
Database Connection ID
db
Use labie Prafix
@ Generate Relations

8 Generate Labels from DB Comments

Generate ActiveQuery

\fla Gii model Blog &@5at3ausanl1iis1vinnis Gii CRUD Blog Taal gii 1371
frontend



CRUD Generator

This generator generates a controller and views that implement CRUD (Create, Read, Update
model.

MO0 inns

commanimodeis\Blog

Search Model Class

frontend\models\BlogSearch

Controller Class

frontend\controllers\BlogController

el btz

foinamuazlaitan BlogSearch 137 common uga¥u twsglunns
12911 search fuaafinsdorvidainiszanldiuansodu
WaulalunisAumene Wwidaudu 61129 frontend A gii 137
frontend L&l 61 backend i gii 1371 backend Lagagl¥itsvingu
d1en3 g lidasld IWaraedu

U5uusie model i common/models/Blog.php \ialWiiurinsia
created_by,updated_by Tatiazlal BlameableBehavior asieaazideaLiuduiiil
U created_at,updated_at 12 TimestampBehavior @imaglﬁm"l,m"ﬁﬁ 9 2 6

&
f5zuuazvinlan TG lisasvinaglsiaauaaamtdanTde1ui model Lad

\ila1Wa Blog.php funn wavinnssanlzdeoy
BlameableBehavior,TimestampBehavior anaudeeiilatderuniwerdzu

behaviors ()

<?php

use yii\behaviors\BlameableBehavior;

use yii\behaviors\TimestampBehavior;

class Blog extends \yii\db\ActiveRecord
{

public function behaviors () {

return [



BlameableBehavior::className (),

TimestampBehavior::className ()

1;

/..

SRRVONEILy /frontend/views/blog/_blog.php aufhelilalaaanliéa
created_at,created_by,updated_at,updated_by tws1gt5112d behaviors 1ilugh
nsantayaliisiad Wasufavivida 4 Aredoil

<?php

use yii\helpers\Html;
use yii\widgets\ActiveForm;

/* @var Sthis yii\web\View */
/* @var Smodel common\models\Blog */
/* @var Sform yii\widgets\ActiveForm */
?>
<div class="blog-form">
<?php $form = ActiveForm::begin(); ?>
<?= $form->field($model, 'title')->textInput (['maxlength' => truel])
<?= S$form->field($model, 'content')->textarea(['rows' => 6]) 2>
<?= S$form->field($model, 'category')->textInput() 2>
<?= S$form->field($model, 'tag')->textInput (['maxlength' => true]) 2>
<div class="form-group">
<?= Html::submitButton ($model->isNewRecord ? Yii::t('app', 'Crea
</div>
<?php ActiveForm::end(); 2>
</div>

4 G >

Tvineaas login waltn1de1un blog 1N tadviwleansa'li neaas
AN, U, uAlaayRe wndatnaazfitaya created_at,created_by duniuan

mysgl> select * from blog;



fom o fomm - fom - fom— - fom - fomm - o=

1 row in set (0.00 sec)

IUA MW BlogCongroller.php 1313gdean rbac Tnalzdayaarniis'le
aanwuulidnveufa

RBAC Hierarchy

Role

N\ = N -, , e
“ Admin - aunsndansldnnag1of Role duand

User A

Assginment

Management . Delete unaouAuBu Ta

" |

Author ManageUser
User B

- Create UNnADU
- Update unAd U

- Samsdayardoiu

User C

\la'lWa BlogCongroller.php douasifinaziolifinisidanlzonu Access Control
Filter

<?php
/...

class BlogController extends Controller
{
public function behaviors()
{
return [
'verbs' => [
'class' => VerbFilter::className (),
'actions' => [
'delete' => ['post'],

VA



1%vinn"5 use yii\filters\AccessControl; tin i vuaar Tun1st1 12911 action
7199 31 role T1ulvitAN action ag'lsling

<?php
namespace frontend\controllers;

use Yii;

use common\models\Blog;

use frontend\models\BlogSearch;

use yii\web\Controller;

use yii\web\NotFoundHttpException;

use yii\filters\VerbFilter;

use yii\filters\AccessControl; //<<-—----- Use

/**
* BlogController implements the CRUD actions for Blog model.
*/

class BlogController extends Controller

{

public function behaviors/()

return [

'verbs' => [
'class' => VerbFilter::className (),
'actions' => [

'delete' => ['post'],

1y

1,

'access'=>[

'class'=>AccessControl::className (),
'rules'=>][
[
'allow'=>true,
'actions'=>['index', 'view', 'create', 'update'],
'roles'=>['Author']

'allow'=>true,
'actions'=>['"'delete'],

'roles'=>['"'Management']

/]



190N TARALLIAUIN 13 AMUA T index,view,create,update TWlawg author
&2 action delete Tvitawig role Management AWl AeAagiludrduaunaIwi
I lainuaaly

e user-a:Admin
e user-b:Management
e user-c:Author
e user-d: li'laAviua

aav 12911 user-d

aav login 628 user-d wazaadLz blog/index aagwu3neanlu'le twseinlu'lesu
&nalunsTaeonu 1i31azLain action aglsAldausawan'le waad18u rbac Ay
Fanua@ action NMs1ANKRUA1TITU actions=>"xxx")xxx'] tvintfuuzATU

aENAUAIRUR property 'action'=>[....] 1urules TWAsunn

oo &

AeauLATU A action AcAszUTATU

Forbidden (#403)

You are not allowed to perform this action.

The above error ocecurred while the Web server was processing your reguest.

Please contact us if you think this is a server error. Thank you.

aav 21U user-c

aaldlviaav login @& user-c Azt 'lalA# action index,create,view,update au
N AaI1uUa‘lilu rules aav controller

Blogs

Showing 1-1 of 1 item.

ol d w oo
# ID #oiT0e A

) nsashauas 19w RBAC DB Aug 23, 2015 11:02:25 AM [ Wil

w5 gL 129U action Delete 'La tws1zsAruaINsiadLiu role
Management dulddoazaunsaau'le



Forbidden (#403)

You are not allowed to perform this action.

The above error ocecurred while the Web server was processing your reguest.

Please contact us if you think this is a server error. Thank you.

aav12i91u user-b,user-a

&I user-a,user-b Aagausat latduAuwaziIgINIsaau'laanala LtwsEs
52131 user Mavav'lasadiiiu &nd Management dulal Sousiirlusu access
2129 Controller az'l3l6i5zY role Admin,Management 13 1ws1g Author siuasjae
16 Management uag Admin nviauandusiuSeaunsaiadnldoulsiduas

Blogs

Showing 1-1 of 1 item.

# ID foidne a1t
) nsashauas 19w RBAC DB Aug 23, 2015 11:02:25 AM [ Wil

gunsaaulaya’le

Showing 1-1 of 1 item. | The page at 127.0.0.1 says:
# D J . Are you sure you want to delete this item? [

3015 11:02:25 AM ®/0

ol d o
# ID #iniTna afeiun

No results found.

TUN1569A1 Access Control Filter way RBAC AU Controller fagfitlszaneuil

Rule @Aaaz'15?



Rule @aag1s? dragluinuiieny Rule 91a9 wudaindudadizraivinli Role 3a
Permission 8351019 W unsafiauieafuiinduiiannagauaiunatng
audaulauadis1le tnse Role %3a permission Suvinwminduiagidainsi
anduza'luivinidu dragesagausiadauludug Rule Aadinay

atingtau ANTlAeIuaze Tusyuu Blog drvinas luldeuasisunainu Aluals
aglduAlaunanuaudug Lo arsazvinldianizaasnuiad dotiuisasase Rule
fuan 1 dadaa'liidanduwdzasunanuasonia 'l Tnaasiadgay user_id
7 login 2 uAuRe created_by 2a9lua1519 blog wnaiiluauq tiendud
ayaatunala'le
Wisnainlagaudalaniug wevindvinunsiudssanad Aagnde
Totuzinaausad

aaInMAWua198 duuulnafelaisi Rule agwiuin fladoruazanansa
updateBlog lataglaiinasiiiuraslasAanaasarunsandla’lanuue twsglaid
rule paanIIARAL

«<» =Y

‘ User

CreateBlog UpdateBlog

Waudlalaynizinesu 131381inn15&9719 Rule duntiatiludiansiagauin
unanundaudiuanlduasditasnia’li e lddeagauanaliunlale



User

CreateBlog UpdateBlog

Rule aztilushdralvitsnannsansiagauaiunvatnataedusladou'ls denus
eAzaNagauay lsuazldwauluagls iwsginaiunsagseluleiay

&919 Rule tiNamsagaurdau'la

151321115 &979 Rule 431 1 6 a AuthorRule tan'13n513&a LI UNAINTAL
AravazuAluiluaasisazensa’li drldAazauanalviualaunainu d1'1ulda
Ay error forbidden a9 Tvins 1y Ludiganaradn1deu

Wivinnsas9lWa da AuthorRule.php 137 common/rbac/AuthorRule.php %10
liditaweas rbac Tasv'laas

ANUUYINAITFI9 Rule ANTARAIURY

<?php

namespace common\rbac;
use yiilrbac\Rule;

class AuthorRule extends Rule

{

public $name = 'isAuthor';

public function execute(Suser id, $item, Sparams)

{

return isset ($params['model']) *? Sparams['model']—>created_by ==



Rule fifiwiinfi¥uaAian model Blog 12 sudauds Sparams Taalaiflsf
created_by w3suiinudu Suserld Iasoiunsa‘lu 61124 return vllu true 4o
winAuaau it e usdminiilu false Aag wam error forbidden aan'll
gHud Suserld Husfugohun ida Tudfuddedauarfzanlulsias

TunsBaaldudnaunng uald vii::sapp->user->can () (fusinsiagau

g

TidnsnIa‘lyl

1% 1 <
e gl agreturnidutrve >
o &1'133¢ return 1iu false

UREAIWIAYU Yii::Sapp->user—->can() ILWIANTFUAN params 2 GIAa

e &16uusn tiludia Rule
e aduiiaad tiluan parameter Aisazdonrinlliiansiaday

aaluvinasua’la rbac Thu Taetiy permission Tl Tu

o

RbacController 1@l
<?php
namespace console\controllers;

use Yii;

use yiilhelpers\Console;
class RbacController extends \yiilconsole\Controller {
public function actionInit () {

Sauth = Yii::$app->authManager;
Sauth->removeAll () ;
Console: :output ('Removing All! RBAC..... ")
ScreatePost = $auth->createPermission('createBlog');
ScreatePost->description = 'Create a application';
Sauth->add (ScreatePost) ;
SupdatePost = Sauth->createPermission ('updateBlog');
SupdatePost->description = 'Update application';

Sauth->add (SupdatePost) ;

Sadmin = $Sauth->createRole ('Admin');
Sauth->add ($admin) ;

Sauthor = $Sauth->createRole ('Author');
Sauth->add (Sauthor) ;

Smanagement = S$auth->createRole ('Management');



Sauth->add ($management) ;
// danldeiu AuthorRule
Srule = new \common\rbac\AuthorRule;

Sauth->add (Srule) ;

// @9 permission dumnlusiiaiarlinmagauuaiin AuthorRule nlduAy upda

SupdateOwnPost = $auth->createPermission ('updateOwnPost');
SupdateOwnPost->description = 'Update Own Post';
SupdateOwnPost->ruleName = S$rule->name;

Sauth->add ($updateOwnPost) ;
Sauth->addChild ($author, ScreatePost) ;

// wl8nudidu Taald updatePost atnals updateOwnPost WAY updateOwnPost
Sauth->addChild ($updateOwnPost, SupdatePost);
Sauth->addChild ($Sauthor, SupdateOwnPost);

Sauth->addChild ($management, $author);
Sauth->addChild ($Sadmin, S$management) ;

Sauth->assign ($admin, 1);
Sauth->assign ($management, 2);
Sauthor, 3);

Sauth->assign ($author, 4);

Sauth->assign

(
(
(
(

Console::output ('Success! RBAC roles has been added.');

createBlog Wu&319Liu permission TvigLaaq li'lsizanldeu

datrnisaanTdeiudneg waly if uazatranuaniusassual Blog unee 1a
inllasratdalu AuthorRule 81

<?php
if (\Yii::S$Sapp->user->can ('updatePost', ['blog' => $Smodell]l)) {
// update post

1f121i111 12 Controller 13136 @YY Yii::Sapp->user->can () ‘ldmAsaulu
actionUpdate() tiansiadaunauazluitznldeoru anndné actionUpdate() fiay
Uszanaudl

<?php

//
public function actionUpdate ($id)

{



Smodel = $this->findModel ($id) ;
if (Smodel->load(Yii::$app->request->post()) && S$Smodel->save()) {
return $this->redirect(['view', 'id' => S$Smodel->id]);
} else {
return $this->render ('update', [
'model' => S$model,
1)

ladanladeu YiizSapp->user->can() srafagilszunaudl

<?php
use ForbiddenHttpException;

//
public function actionUpdate ($id)
{
Smodel = S$this->findModel ($id);
if (\Yii::$app->user->can('updateBlog', ['model' => Smodel])) {

if (Smodel->load(Yii::S$Sapp->request->post()) && Smodel->save()) {
return $this->redirect(['view', 'id' => S$model->id]);
} else {
return $this->render ('update', [
'model' => Smodel,
1)

telse(
throw new ForbiddenHttpException ('Aatlulaiuaugnalvitinladviu! ') ;

11iaav create,update g drvnatiluunauaasdtasAazaTanAlulsia
Home / Blogs / @ Rule itamTedauriouudleamamy / Update

Update Blog: #5149 Rule iianas9daunauun launany
if‘;'N Rule t\i‘ﬂﬂﬂﬂﬂﬂuf‘iﬂuumﬂu“ﬂ"ﬁﬂ

A
wWaw

\ezvinnEE R Rule Buan 1 63 8 AuthorRule wnlinssauiumernafimiindssudladhweuswdadeld 1 lafesaygnd Wiudlesunans drlailafies eror forbidden udaly
. o v '3
i Lifingun T

Tiinaasa e 88 AuthorRule.php 137 common/rbac/AuthorRule.php winlais Thmaad roac Toatldiae
amfurimsade Rule sna Tdadude

HHIANY

1
AR

rbacrole,rule

Update

weg1n' il azuan eror forbidden aanuuiawsalue lans un lsiaunsa
v Tdou'le



Forbidden (#403)

andlalasuayan@ Tieh 1dem!

The above error occurred while the Web server was processing your request.

Please contact us if you think this is a server error. Thank you.

13anT2897U Rule 11 AccessControl

TunstdounisasIagaudng vty vii::sapp->user->can() W if
Tu action g'liAaagzaINYin' g 1zt Rauunzan 191U AccessControl 1mel

1o matchcaliback flunamagauraya role Wi

AnUna

public function behaviors/()
{
return [
'verbs' => |
'class' => VerbFilter::className (),
'actions' => |
'delete' => ['post'],
I
I

'access'=>|
'class'=>AccessControl::className (),

'rules'=>][

[
'allow'=>true,
'actions'=>['"'index', 'view', 'create', 'update'],

'roles'=>['Author']

'allow'=>true,
'actions'=>['"'delete'],
'roles'=>['Admin']

vl &auilu

<?php

public function behaviors|()
{
return [
'verbs' => [
'class' => VerbFilter::className(),

'actions' => [



'delete' => ['post'],
1y

1,

'access'=>[
'class'=>AccessControl::className (),
'rules'=>[

[
'allow'=>true,
'actions'=>['index"', 'view', 'create'],
'roles'=>['Author']

'allow'=>true,
'actions'=>['update'],
'roles'=>['Author'],
'matchCallback'=>function (Srule, Saction) {
Smodel = S$this->findModel (Yii::S$app->request->get ('id'
if (\Yii::S$Sapp->user->can ('UpdateBlog', ['model'=>$mode
return true;

'allow'=>true,
'actions'=>['delete'],
'roles'=>['Admin']

fotnednrule usnUn@agsl index , view , create , update IFNTUALEDY
wein update aanuwszaIwIA llwan fuazvinasidatayana action oL
asnnlvidawA update ins1zaziiuisdouan update aanuneNeWINUaniIy

M ULAN
d CEEEEEEEEEEEEEEEEEEE———— [ ]

&UN actionUpdate() 19iL518U vii::Sapp->user->can() aanluluidatniiau
LA

public function actionUpdate ($id)

{
Smodel = S$this->findModel ($id) ;

if (Smodel->load(Yii::Sapp->request->post()) && $model->save()) {
return $this->redirect(['view', 'id' => Smodel->id]):
} else {

return $this->render ('update', [
'model' => Smodel,
1)



ANAUUNARDY create,update aAagwuINausaldouldniiauduueisli
fav'ld if AsauN actionUpdate wa?

feymrdnatvdadvinnitawnnla blog uarlifidandduasuavdamuiu vou
are not allowed to perform this action. dasausatd@autiunisn
Me'latNa9AN denycallback L2716l

<?php
use yii\web\ForbiddenHttpException;
VA

public function behaviors ()
{
return [
'verbs' => [
'class' => VerbFilter::className(),
'actions' => [
'delete' => ['post'],
1,
I
'access'=>|[
'class'=>AccessControl::className (),
'denyCallback' => function ($rule, S$action) {
throw new ForbiddenHttpException('ﬂﬂﬂhﬂd%ﬂaumﬁﬁlﬁnhiﬁb
I
'rules'=>[
[
'allow'=>true,
'actions'=>['index', 'view', 'create'],
'roles'=>['Author']

'allow'=>true,
'actions'=>['update'],
'roles'=>['Author'],
'matchCallback'=>function (Srule, Saction) {
Smodel = S$this->findModel (Yii::$app->request->get ('i
if (\Yii::S$app->user->can ('UpdateBlog', ['model'=>$mo

return true;

'allow'=>true,
'actions'=>["'delete'],
'roles'=>['Admin']

UnGurnlul] denycaliback Aagidluniwavngiruuudl



Forbidden (#403)

You are not allowed to perform this action.

The above error occurred while the Web server was processing your request.

Please contact us if you think this is a server errar, Thank you.

WiaduuaamIy error uaLaIAAL LG LLLE

Forbidden (#403)

qailailafuaygni Widn ldoul

The above error occurred while the Web server was processing your request.

Please contact us if you think this is a server error. Thank you.

U5uil59521 Registration tWalda
default Role

lutiumauuadnig Registration naudlazda'lufl Role default Tiiwszisnfa'lailel
vinn1seeA 11n1innis Registration Tumaudiag Registration ‘leuas login l6lnd
weiazladoulugiuiisuialadou RBAC Lils insizagiuisnagsadvinnslaen
default role T¥issuulumau Registration nau

o 'l frontend/controllers/SiteController.php

o i ActionSignUp() azdatnai1iu lavinansiaanldeu Model

SignupForm ag

e WisTa'lUA WS frontend/models/SignupForm.php 17
actionsignup () VANTIARG NG

AAILAN

<?php

/..
public function signup ()

{

if (Sthis->validate()) {
Suser = new User();
Suser->username = S$this->username;
Suser->email = S$this->email;

Suser->setPassword ($this->password) ;
Suser->generateAuthKey () ;
if (Suser->save()) {

return Suser;



return null;

Wingrudliainll vialdan role author 1flu role default Tumau registration

<?php
/..

public function signup ()

{
if (Sthis->validate()) {

Suser = new User () ;
Suser->username = Sthis->username;
Suser->email = S$this->email;

Suser->setPassword ($this->password) ;
Suser->generateAuthKey () ;
if (Suser->save()) {

Sauth = Yii::S$app->authManager;
SauthorRole = S$Sauth->getRole ('Author');

Sauth->assign (SauthorRole, S$Suser->getId()):;

return Suser;

return null;

LFN1ALIEUNFHIAAANT RBAC A Yii::Sapp->authManager LWAYinA15L3tn Role
75132 1&LT U Role Default Tvimauiitsnazidan ruthor UAVANNTUAVINANS
assignment 19 user  Registration 12711 §j1791uAL 165U Role Author Yium

NAAAY Registration LWN user-e 11"l



Signup

Please fill out the following fields to signup:

Username

user-e ]
Email

user-e@gmail.com ]
Password

[ |
[ soe |

aRIATIARAUAAYAT Mysql @TIA1319 user Aal AgLIAU user-e LAUUETD

mysqgl> select id,username,email from user;

- o +
| id | username | email |
- o +
| 1 | user-a | user-algmail.com |
| 2 | user-b | user-blgmail.com |
| 3 | user-c | user-c@gmail.com |
| 4 | user-d | user-d@gmail.com |
| 5 | user-e | user-e@gmail.com |
- o +

5 rows in set (0.00 sec)

ATIARAUTN item_assign LaLiaInfinng assignment Role #ia Author 1vindady

mysqgl> select * from auth assignment;

f————— f———— f—————— +

item name | user id | created at |
o +————— o +
| Admin | 1 | 1440917151 |
| Author | 3 | 1440917151 |
| Author | 5 | 1440933014 |
| Management | 2 | 1440917151 |
- - - +

)

4 rows in set (0.00 sec

AwWLINT user_id = 5 M'l65UAN role = Author wa? 49 user_id =5 @a user-e 737

Registration fiutad anntiuAnasauitinlzou Blog Axglaouladamudnailasu



CERNERA TR VAR ALY R VU B AT T
ANNNTAND

151ATRNITLULIANTH LA ULNATHTUNTT LAN, AU, WA 11 Ay N THINUNINUA
uazAsIansanddugldounsazau Galu controller itz unapnle
Fu role ManageUser L‘I/i']‘ﬁu

1
v al

d9tsazdNvIzuuInn1stayas12891u'liN Backend 1aa1vinAg gii CRUD #1519
user AuuTud 1aald model User Len#iati I common/models/User.php 29
I1RgEa9vinAsUFUSe role() T ot

AAILAN

<?php
/..

public function rules/()

{

return [
['status', 'default', 'wvalue' => self::STATUS ACTIVE],
['status', 'in', 'range' => [self::STATUS ACTIVE, self::STATUS D
17
}
4 [ 4

WANANSANMUR validation Tug&Iuaad role WNLAZLAL
getStatusltem(),getStatusName() iialfuanINaRATULAAULFAIT gridview

SnshuriadeyAais leiinWeriaiu scenarios() tialviisaunsaanldonu
model user Tumau registration wae create & update Tuaiu ManageUser ‘la
scenarios AadiuiiausananaIuuadnis validation Letdulumin Wasu
registration fius1in1s5uauA 3 flasida username,email,password g111151%
leuen scenario 13fagvinnns validation NaRIEAT iws1aziusaswanidiy 2
scenario fia

Registration ag12d#W36 username,email guluniinduninisagly default Aa
validation na#ea



Scenarios

Rrsestration Default
Username Username
Email Email
Password Password
Status

A e3a NN Wit dunsald model MaenwagINTadgIIWasuNTantaya
nanaq wuuluaisiieniadu registration 120l username,password wsluwasuy
create a133¢12f username,email,password,confirm_password,status il usiu

naanldeiu duaau Smodel = new User(['scenario'=>'registration']);

visaa iy default i $model = new User(); 3aazdann1u method A'laiaiu

Smodel = new User();
Smodel->scenario = 'registration';
<?php

class User extends ActiveRecord implements IdentityInterface

{
const STATUS DELETED = 0;

const STATUS ACTIVE = 10;

public $password;
public Sconfirm password;

public S$roles;

/]

public function scenarios/()

{

Sscenarios = parent::scenarios|();
Sscenarios['registration'] = ['username', 'email'];

return $scenarios;

public function rules|()



return [
//['status"',
['status',
['status', 'in',

'username’',

[
['username',
[ |

[

'default',
'range' =>

"filter',

'required'],

'required'],

'value' => self::STATUS ACTIVE],
[self::STATUS ACTIVE, self::STAT

'filter' => 'trim'],

username', 'unique', 'targetClass' => '\common\models\User
'username', 'string', 'min' => 2, 'max' => 255],
['email', 'filter', 'filter' => 'trim'],
['"email', 'required'],
['"email', 'email'],
['email', 'unique', 'targetClass' => '\common\models\User',

['password',
['password',

['confirm password',
['confirm password',

['confirm password',

['roles', 'safe']

//

'string',

'required'],

'min' => 6],
'required'],

'string', 'min' => 6],

'compare', 'compareAttribute'=>"password

public function getItemStatus () {

return [

self::STATUS ACTIVE =>

'Active',

self::STATUS DELETED => 'Deleted'

17
}

public function getStatusName ()

{

Sitems =

Sthis->getItemStatus();

return array key exists($this->status,

Sitems) ? $Sitems[$this->

n&9N7UFUL59 model User t&5ai3ausan1yivinnns Gii CRUD model User
wardsulsotanlunsasgiudesialydl

L1291AL51YiINNNTLAN scenarios() 121U Husiavszy scenario =

registration Tumau signup &3¢l

Wis T lUA I We frontend/models/SignupForm.php MR actionSignup ()

WNTAReILE



<?php
/e

public function signup ()
{
if (Sthis->validate()) {

Suser = new User (['scenario'=>'registration']); // <<<K<L—=———-
Suser->username = S$this->username;
Suser->email = S$this->email;
Suser->setPassword ($this->password) ;
Suser->generateAuthKey () ;
if (Suser->save()) {

Sauth = Yii::$app->authManager;
SauthorRole = $Sauth->getRole ('Author");
Sauth->assign (SauthorRole, S$user->getId()):;

return Suser;

return null;

Gii CRUD User

1419 backend w& gii CRUD

Model Generator > C R U D G t
CRUD Generator >

This generator generates a controller and views that implement CRUD (Create, Read, Update, Delete) of
Controller Generator > model.

Model Class
Form Generator b I bbb bbb

common\models\User

Module Generator >

Search Model Class
Extension Generator >

backend\models\UserSearch

Controller Class

backend\controllers\ManageUserController

View Path
views/manage-user/index.php
finsU5uuse columns uagls filter 1%y status 1iu dropdownList tia T
gusaaun e
<?php

use yii\helpers\Html;
use yii\grid\GridView;



/* @var Sthis yii\web\View */
/* @var SsearchModel backend\models\UserSearch */

/* @var SdataProvider yii\data\ActiveDataProvider */

Sthis->title = Yii::t('app', 'Users');
Sthis->params|['breadcrumbs'][] = $this->title;
>

<div class="user-index">

<hl><?= Html::encode ($this->title) ?2></hl>

<?php // echo S$this->render (' search', ['model' => S$searchModel]); ?
<p>

<?= Html::a(Yii::t('app', 'Create User'), ['create']l, ['class' =
</p>

<?= GridView::widget ([

'dataProvider' => S$dataProvider,
'filterModel' => S$searchModel,
'columns' => [
['class' => 'yii\grid\SerialColumn'],
//'id’',

'username',
//'auth key',
//'password hash',
//'password reset token',
'email:email',
//'status"',
[
'attribute'=>'status',
'format'=>"'html"',
'filter'=>$searchModel->itemStatus,
'value'=>function ($Smodel) {
return $model->statusName=='Active' ?'<span class="text
}
I
'created at:dateTime’',
// 'updated at',

'class' => 'yii\grid\ActionColumn',
'options'=>['style'=>'width:120px; '],
'buttonOptions'=>["'class'=>'btn btn-default'],

'template'=>'<div class="btn-group btn-group-sm text-cente

Wanasausugaglantinadssunail
< D >



Users

Showing 1-5 of 5 items.

# Username Email Status Created At

1 user-a user-a@gmail.com Active Aug 21, 2015 4:04:13 PM ® 7/ 1
2 user-b user-b@gmail.com Active Aug 21, 2015 4:04:33 PM ® 7 1
3 user-c user-c@gmail.com Active Aug 21, 2015 4:04:55 PM ® /7 1
4 user-d user-d@gmail.com Active Aug 23, 2015 11:30:50 AM ® <+ 1
5 | user-e user-e@gmail.com Active Aug 30, 2015 6:10:14 PM ® /s 1

15uil59 model User.php

4 1
a o

151159 model User tila&saWvAin1sann1s&nataeddu user

MURINWS common/models/User.php WSIRFWRIATUMUTARG U LAl
Ian5&naenen vavrldonu

<?php
/]

public function getAllRoles () {
Sauth = $Sauth = Yii::$app->authManager;
return ArrayHelper::map ($auth->getRoles (), 'name', 'name');

public function getRoleByUser () {
Sauth = Yii::$app->authManager;
SrolesUser = S$Sauth->getRolesByUser ($this->id);
SroleItems = $this->getAllRoles();
SroleSelect=[];

foreach (SrolelItems as S$key => $roleName) {
foreach ($SrolesUser as $role) {
if (Skey==Srole->name) {
SroleSelect[$Skey]=SroleName;

}

Sthis->roles = $roleSelect;

public function assignment () {
Sauth = Yii::$app->authManager;
SroleUser = Sauth->getRolesByUser ($this->id) ;
Sauth->revokeAll ($this->id);
foreach ($this->roles as $key => SroleName) {
Sauth->assign ($Sauth->getRole ($roleName) , Sthis->id) ;



e getAllRoles() fivziaya role items Afviaviualu rbac db M5 l6d51917
e getRoleByUser() fi9ziaya role 1 user L6y
e assignment() ¥i1N15 assignment role Alsidanlunasu Ay user

13uil59 _form.php

151 layout uazas1onasuiauandua role Taaladwarddu getAllRoles() M58
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&519'13TU model user LNadvaR role NiiNynuaTidIuTaL&andNaTULLG
user 16

<?php

use yii\helpers\Html;
use yiil\bootstrap\ActiveForm;

/* @var Sthis yii\web\View */

/* @var Smodel common\models\User */

/* @var Sform yii\widgets\ActiveForm */
>

<div class="user-form">
<?php $form = ActiveForm::begin(); 2>

<?= S$form->field($model, 'username')->textInput (['maxlength' => true
<div class="row">
<div class="col-1lg-6">
<?= S$form->field($model, 'password')->passwordInput (['maxlengt
</div>
<div class="col-1lg-6">
<?= Sform->field($model, 'confirm password')->passwordInput (['ma
</div>
</div>
<?= $form->field ($model, 'email')->textInput (['maxlength' => true])

<?= S$form->field(Smodel, 'roles')->checkboxList ($Smodel->getAllRoles (
<?= S$form->field(Smodel, 'status')->radioList ($model->getItemStatus (
<div class="form-group">
<?= Html::submitButton ($model->isNewRecord ? Yii::t('app', 'Crea
</div>
<?php ActiveForm::end(); ?>
</div>

4 G >
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15198U5U159 actioncreate () WalWdiunsanInum role TWAL user 16 1ael
15712819 checkBoxList tilugitdanuazinsanns role MidanluduninTugiuuag
assignment 2a9 RBAC

Create User

Username

Password Confirm Password
Email

Roles

~1 Admin
~! Author
Management

ManageUser
Status

Active
Deleted

<?php
VA

public function actionCreate ()

{

Smodel = new User();

if (Smodel->load(Yii::$app->request->post()) && $model->validate())

Smodel->setPassword (Smodel->password) ;

Smodel->generateAuthKey () ;

if (Smodel->save ()) {

Smodel->assignment () ;

}

return S$this->redirect(['view', 'id' => Smodel->id]);
} else {

return $this->render ('create', [

'model' => Smodel,
1)

4 G >

WoAdU assignsent() aziin role Mslat&anTurasuldifuviningldouidns
av'ls

15uil59 actionUpdate()

Azt ARULN a3 an role MA laSuNN LAY TUWasTU NATUTANTANLAN
fnyaluwasu Aagvinnis assignsent role anuiilatdanly



Update User: 1

Username

user-a

Password Confirm Password

Email
user-a@gmail.com
Roles

Admin
Author
Management

ManageUser
Status

© Active
_ Deleted

<?php

public function actionUpdate ($1d)

{
Smodel = S$this->findModel ($id) ;
Smodel->getRoleRyUser () ;
Smodel->password = $model->password hash;
Smodel->confirm password = Smodel->password hash;
SoldPass = Smodel->password hash;

if (Smodel->load(Yii::S$app->request->post()) && S$model->validate())

if (SoldPass!==Smodel->password) {
Smodel->setPassword (Smodel->password) ;

}

1f (Smodel->save ()) {
Smodel->assignment () ;

return $this->redirect(['view', 'id' => Smodel->id]):;
} else {
return $this->render ('update', [
'model' => Smodel,

1)

.

- @’H

Tu actionUpdate () t51azladWeAdu getRoleByUser() tNafviaia role 1 user

1esuNataunuaganalunasuii user lesudngazlsung uasinsida

password Ifinsasandayatinuntuinia’linindAlviin password ludiinswa

Tninauvinastdunin
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<?php

<?php

use yii\helpers\Html;

use yii\widgets\DetailView;

/* @var Sthis yii\web\View */
/* @var Smodel common\models\User */

Sthis->title = $model->id;

Sthis->params|['breadcrumbs'][] = ['label' => Yii::t('app', 'Users'), 'ur
Sthis->params|['breadcrumbs'] [] = S$this->title;
>

<div class="user-view">

<hl1><?= Html::encode ($this->title) ?2></hl>

<p>
<?= Html::a(Yii::t('app', 'Update'), ['update', 'id'
<?= Html::a(Yii::t('app', 'Delete'), ['delete', 'id'
'class' => 'btn btn-danger',
'data' => [
'confirm' => Yii::t('app', 'Are you sure you
'method' => 'post',
I
1) 2>
</p>

<?= DetailView::widget ([
'model' => S$Smodel,
'attributes' => [
'id',
'username',
// 'auth key',
// 'password hash',
// 'password reset token',
'email:email',
'statusName',
'created at:dateTime’',
'updated at:dateTime’',

AccessControl

=> Smodel->
=> Smodel->

want to del

TudugavinaAazdFuilseda Access Control Filter Wiladvuadnaiiasyu v

LWL role MLYinAu ManageUser tvintiunausalaou'le

117 1Wa ManageUserController.php iiavinnisinnuadnanisiadnladeu lu
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<?php
//

public function behaviors()

{

return [
'verbs' => [
'class' => VerbFilter::className (),
'actions' => [
'delete' => ['post'],

151915 AN access Control LZNTUUAYIEY roles TULANWIY ManageUser
winslu

<?php
use yii\filters\AccessControl;

//

public function behaviors /()
{
return [
'access'=>|[
'class'=>AccessControl::className (),
'rules'=>[
[

//'actions'=>["'index', 'create', 'view', 'update', 'de
'roles'=>["'ManageUser'],

'allow'=>true

]
1,
'verbs' => [
'class' => VerbFilter::className(),
'actions' => [
'delete' => ['post'],

fotnawua'leisyy action LWse 14U check nA action



RBAC Hierarchy

Role

N/ . - . . A
“ Admin - @unsasanislannag1oA Rele duaiol

User A

Assginment

Management . Delete unaouAuBu Ta

¢

Author ManageUser
User B

- Create UnpoU
- Update unnau

- SamstoNanisviu

User C

AUTAL65 role ManageUser #3a Management 4ulilazaunsaizinlaonu
Manage Users L6\

NARDIFS I user TrlinaINa&a login & logout 6

Users

Showing 1-5 of 5 items.

# Username Email Status Created At

:
1 user-a user-a@gmail.com Active Aug 21, 2015 4:04:13 PM ® 7/ 1
2 user-b user-b@gmail.com Active Aug 21, 2015 4:04:33 PM ® 7 1
3  userc user-c@gmail.com Active Aug 21, 2015 4:04:55 PM ® 7/ 1
4 user-d user-d@gmail.com Active Aug 23, 2015 11:30:50 AM ® /7 1
5 user-e user-e@gmail.com Active Aug 30, 2015 6:10:14 PM ® 7/ 1

8919 Role tWalanfinn1s login &7
Backend

Tunaudinisladenu H{iAlesu role Author agflaanunsadanduttnndorinule uwad
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backend &1u15a login navinulaian LtWsIzaziu 15138vinA1T 99 role duan
i 1 diata'liidadnanisianlafou backend

81919 role loginToBackend

vinnsuAly RBAC I ARy permission loginToBackend 121 MUATWE

console\controllers\RbacController.php

<?php

public function init ()
{
Sauth = Yii::$app->authManager;
Sauth->removeAll () ;

Console::output ('Removing All! RBAC..... ")
ScreatePost = $Sauth->createPermission('createBlog');
ScreatePost->description = '&%J blog';

Sauth->add ($createPost) ;

SupdatePost = $Sauth->createPermission ('updateBlog') ;
SupdatePost->description = 'uAly blog';
Sauth->add ($updatePost) ;

// VAN permission loginToBackend <<<—=—=——————————————————————
SloginToBackend = $Sauth->createPermission ('loginToBackend');
$loginToBackend->description = '&andutinldoudiu backend';
Sauth->add ($1loginToBackend) ;

SmanageUser = S$Sauth->createRole ('ManageUser');
$manageUser->description = 'dansdayagldeu’;
Sauth->add ($manageUser) ;

Sauthor = $auth->createRole ('Author');
Sauthor->description = 'AsdaguunaNN’;
Sauth->add ($Sauthor) ;

Smanagement = $auth->createRole ('Management');
$management->description = 'danstayanlideutazunenu’;
Sauth->add ($Smanagement) ;

Sadmin = $Sauth->createRole ('Admin');
$admin->description = '&WSUMTQLATILU' ;
Sauth->add ($admin) ;

Srule = new \common\rbac\AuthorRule;
Sauth->add (Srule) ;

SupdateOwnPost = S$auth->createPermission ('updateOwnPost');
SupdateOwnPost->description = 'uAlaunAnuaiiag’;
SupdateOwnPost->ruleName = Srule->name;

Sauth->add (SupdateOwnPost) ;



Sauth->addChild ($Sauthor, ScreatePost) ;
Sauth->addChild (SupdateOwnPost, SupdatePost);
Sauth->addChild ($author, SupdateOwnPost) ;

// addChild role ManageUser <<<————————————————————————
Sauth->addChild ($manageUser, $loginToBackend) ;

Sauth->addChild ($Smanagement, S$manageUser) ;
Sauth->addChild ($management, S$author);

Sauth->addChild ($Sadmin, S$management) ;

Sauth->assign ($admin, 1);
Sauth->assign (Smanagement, 2);
Sauthor, 3);

Sauth->assign ($Sauthor, 4);

(
(
Sauth->assign (
(

Console::output ('Success! RBAC roles has been added.');

d4uil5v actionLogin taidadnsg

Tuduual login avld model iain LoginForm il

common\models\LoginForm.php ‘lmimﬁﬁaﬁﬁu login() fuadifinaztily

wuudl

<?php

//

public function login{()

{

if

}

(Sthis->validate()) {
return Yii::S$Sapp->user->login ($this->getUser (), S$this->rememberM
else {

return false;

RstdasulniuazzanTdou vii: : sapp->user-
>can ('loginToBackend') LWaATIA&AUIN Hlaor1uidnadnTdviunaiinu

1“Ia Ly

<?php

use yii\web\ForbiddenHttpException;

//



public function login ()
{
if (!$this->validate()) {

return false;

if(Yii::$app->user->login($this->getUser (), S$this->rememberMe ? 36
if(Yii::Sapp->id=="'app-backend' && !Yii::S$Sapp->user->can('loginT
Yii::S$app->user->logout () ;
throw new ForbiddenHttpException ('Aavlifi@naidnldnuduil fasaws
}

return true;

}

return false;

Yii::$app->id=='app-backend' @afauad backend d111n

wanusdasurlagiudise
4 G >

Tinaaas login 628 user-c,user-d tiavinn1s login +2i1 backend »nLaidi&naa
g usardnldeuletas &3u user-a,user-b Azt v ulauné

ee

Forbidden (#403)

Anlaiiantign Idudiuil Andagguassuy

The above error occurred while the Web server was processing your request.

Please contact us if you think this is a server error. Thank you.

919111112 Profile User
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Home / Profile

Profile Update Profile

Profile

Username user-a

Email user-a@gmail.com
Status Name Active

Created At Aug 21, 2015 4:04:13 PM
Updated At Aug 21, 2015 4:04:13 PM

Home / Tuslwg / udlaTuslvg

Profile Update Profile

Update Profile

Username

user-a

Password Confirm Password

Email

user-a@gmail.com

a9 I &IU frontend W47 gii wa2i1n"5 gii Controller AMUAWEHIURTY

3
=1

Uu

Model Generator >

Controller Generator
CRUD Generator >

This generator helps you to quickly generate a new controller class with one or several controller at
Controller Generator b4 views.

Controller Class

Form Generator ® | jpzoooomoorenioece
frontend\controllers\ProfileController
Module Generator >
Action IDs
Extension Generator > )
index
View Path
Base Class

yii\web\Controller

15u1l59 ProfileController.php

nniulUAlWa ProfileController.php 13138¥iNn15&319 action dasl

e findModel() tan'liAudayanTadeIuaIn model User @81 vii: :Sapp-
>user->id

e actionindex() azuanIAAY R THIU



e actionUpdate() tan'liunlutiayaldou
e behaviors() t1agAnua&Nan1san a9 uN Taaszy 1 user M role
dauel Author duld &unsawzntdeuladvue

<?php
namespace frontend\controllers;

use Yii;

use common\models\User;

use frontend\models\ProfileSearch;
use yii\web\Controller;

use yii\web\NotFoundHttpException;
use yii\filters\VerbFilter;

use yii\filters\AccessControl;

/**
* ProfileController implements the CRUD actions for User model.
*/

class ProfileController extends Controller

{
public $layout = 'profile'; // set this to profile,profile?

public function behaviors ()

{

return [
'access' => [
'class' => AccessControl::className (),
'rules' => [
[
'actions' => ['index', 'update', 'view'],
'allow' => true,
'roles' => ['@'],
1y
1,
I
'verbs' => [
'class' => VerbFilter::className (),
'actions' => [

'delete' => ['post'],

/**
* Displays a single User model.
* @param integer Sid
* @return mixed
*/
public function actionIndex ()
{
return S$this->render ('index', [
'model' => S$this->findModel (Yii::$app->user->id),
1)



/**
* Updates an existing User model.
* If update is successful, the browser will be redirected to the 'v
* @param integer Sid
* @return mixed
*/
public function actionUpdate ()
{
Smodel = S$this->findModel (Yii::S$app->user->id);
Smodel->password = Smodel->password hash;
Smodel->confirm password = S$model->password hash;
SoldPass = $model->password hash;

if (Smodel->load (Yii::S$app->request->post()) && $model->validate

if ($oldPass!==Smodel->password) {
Smodel->setPassword ($model->password) ;

if (Smodel->save ()) {
Yii::$app->getSession()->setFlash('success', "TunLRSAFaUSE
return $this->redirect(['update']);
lelse{
throw new NotFoundHttpException ('WuUdafdawaia!.');
}
} else {

return $this->render ('update', [
'model' => Smodel,
1)

* Finds the User model based on its primary key value.
* If the model is not found, a 404 HTTP exception will be thrown.
* @param integer $id
* @return User the loaded model
* @throws NotFoundHttpException 1f the model cannot be found
*/
protected function findModel ($id)
{
if (($model = User::findOne($id)) !== null) {
return S$model;
} else {

throw new NotFoundHttpException ('The requested page does not

s19719'1WA view index,update,_form



index.php

<?php

use yii\helpers\Html;
use yiil\widgets\DetailView;

/* @var Sthis yii\web\View */
/* @var Smodel common\models\User */

Sthis->title = 'Profile';
Sthis->params|['breadcrumbs'][] = $this->title;
>

<div class="user-view">
<hl><?= Html::encode ($Sthis->title) ?></hl>
<?= DetailView::widget ([
'model' => S$model,
'attributes' => [
'username',
'email:email',
'statusName',

'created at:dateTime’',
'updated at:dateTime’',

</div>

update.php

<?php

use yii\helpers\Html;
use yii\helpers\ArrayHelper;

/* @var Sthis yii\web\View */
/* @var Smodel common\models\User */

Sthis->title = 'Update Profile';

Sthis->params|['breadcrumbs'][] = ['label' => ‘1ﬂ51W§“, 'url' => ['index'
Sthis->params|['breadcrumbs'][] = Yii::t('app', ruAlatustWa ) ;

>

<div class="user-update">
<hl><?= Html::encode ($this->title) ?2></hl>
<?= $this->render (' form', [

'model' => S$Smodel,
1) 2>



_form.php

<?php

use yii\helpers\Html;

use yii\widgets\ActiveForm;

/*
/*
/*

?>

@var Sthis yii\web\View */
@var Smodel common\models\User */
@var Sform yii\widgets\ActiveForm */

<div class="user-form">

<?php $form = ActiveForm::begin(); ?>

<?= $form->field($model, 'username')->textInput (['maxlength' => true
<div class="row">
<div class="col-1lg-6">
<?= S$form->field($model, 'password')->passwordInput (['maxlengt
</div>
<div class="col-1lg-6">
<?= Sform->field($model, 'confirm password')->passwordInput (['ma
</div>
</div>
<?= S$form->field(Smodel, 'email')->textInput(['maxlength' => true])

<div class="form-group">
<?= Html::submitButton ('<i class="glyphicon glyphicon-pencil"></

</div>

<?php ActiveForm::end(); ?>

</div>
4 D [ ]

s1919 layout profile

&519 layout Tnsitials tab 1isuuy &519'1Wa'139 views/layouts/ profile.php

<?php

use
use
use

use

?>

yii\widgets\Breadcrumbs;
common\widgets\Alert;
yii\helpers\Html;
yii\bootstrap\Nav;

<?php $this->beginContent ('Q@frontend/views/layouts/main.php'); 2>



<?php
echo Nav::widget ([
'items' => [

[
'label' => 'Profile',
'url' => ['profile/index'],

'label' => 'Update Profile',
'url' => ['profile/update'],

1,
'options' => ['class' =>'nav nav-tabs'], // set this to nav-tab to g

1)
2>

<div style="padding:20px;">

<?php echo S$content; 2>
</div>

vaanTdeulu layout profile Tu ProfileController public

Slayout = 'profile';

A‘ [
LY Profile
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Home Blog About Contact Account (user-a) ~

Update Profile

2aNINTULU

117 1W& views/layouts/main.php ¥2911&3u NavBar widget waus'la menu
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Smenultems[] = [
'label' => 'Logout (' . Yii::S$Sapp->user->identity->username .
'url' => ['/site/logout'],
'linkOptions' => ['data-method' => 'post']
1:

4 CEEEEEEEEE——— [ ]
vl &auluinilu

Smenultems[] = [
'label' => 'Account (' . Yii::$app->user->identity->username . ')',
'items'=>[

['label' => 'Profile', 'url' => ['/profile/index']],

['label' => 'Update Profile', 'url' => ['/profile/update']],

[ "label'=>'aanpanassuu', 'url' => ['/site/logout'], 'linkOptions' => [’

a ~

n15 121911 RBAC uuuiAuziayiacn i url
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Access Control premission
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action/update
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<?php

public function up ()

{
Sauth = Yii::S$app->authManager;
Sauth->removeAll () ;
Console: :output ('Removing All! RBAC..... ')

Srule = new \common\rbac\AuthorRule;
Sauth->add ($rule) ;

// viuseda action
$index = $auth->createPermission('blog/index'");



Sauth->add ($index) ;

Sview = Sauth->createPermission('blog/view') ;
Sauth->add (Sview) ;
Screate = $Sauth->createPermission('blog/create');

Sauth->add (Screate) ;

Supdate = $auth->createPermission('blog/update');
Supdate->ruleName = S$rule->name;

Sauth->add ($Supdate) ;

Sdelete = $Sauth->createPermission('blog/delete');
Sauth->add ($Sdelete) ;

ScreatePost = $Sauth->createPermission('createBlog');
ScreatePost->description = '&3%W blog';
Sauth->add ($ScreatePost) ;

SupdatePost = Sauth->createPermission ('updateBlog');
SupdatePost->description = 'ufAly blog';
Sauth->add (SupdatePost) ;

$loginToBackend = $auth->createPermission('loginToBackend');
SloginToBackend->description = '§andutainldeusdiu backend';
Sauth->add ($loginToBackend) ;

SmanageUser = S$Sauth->createRole ('ManageUser');
$manageUser->description = 'danasdayagldeu’;
Sauth->add ($manageUser) ;

Sauthor = $auth->createRole ('Author');
Sauthor->description = 'Asiisuunany’;
Sauth->add ($Sauthor) ;

Smanagement = $auth->createRole ('Management');
$management->description = 'danstayanlideutasunenu’;
Sauth->add ($management) ;

Sadmin = Sauth->createRole ('Admin');
$admin->description = '&WSuUMTQLATIUU ' ;
Sauth->add ($admin) ;

SupdateOwnPost = S$Sauth->createPermission ('updateOwnPost');
SupdateOwnPost->description = 'uAlaunanudiag’;
SupdateOwnPost->ruleName = S$rule->name;

Sauth->add ($SupdateOwnPost) ;

// viuseda action
Sauth->addChild ($Sauthor, $index) ;
Sauth->addChild (Sauthor, Sview) ;
Sauth->addChild
Sauth->addChild ($author, Supdate) ;
Sauth->addChild ($Smanagement, S$delete);

Sauthor, Screate) ;

(
(
(
(

Sauth->addChild ($Sauthor, ScreatePost) ;
Sauth->addChild (SupdateOwnPost, SupdatePost);
Sauth->addChild ($Sauthor, SupdateOwnPost);

Sauth->addChild ($SmanageUser, $loginToBackend) ;

Sauth->addChild ($management, S$manageUser) ;



Sauth->addChild ($Smanagement, S$Sauthor);
Sauth->addChild ($admin, S$management) ;

Sauth->assign ($admin, 1);
Sauth->assign ($management, 2);
Sauth->assign ($Sauthor, 3);
//$auth->assign (Sauthor, 4);

Console::output ('Success! RBAC roles has been added.');

3u1l59 Access Controll

Tunsidiaingladousidnaiinldeunia’lu Al vii::sapp->user->can ()
widauidin walugiudisas permission saedla uad route L2y blog/index
inasoiluda permission L@t AVATIARAUATY vii::Sapp->controller-
sgetroute () ALLHAN route AldTAuA TN LU AsIada A YiizSapp-
>user->can() an

(- %4

wiluWaraiu behaviors() Tsdatl

public function behaviors() {

return [
'verbs' => [
'class' => VerbFilter::className(),
'actions' => |

'delete' => ['post'],
1,
1,
'access'=>][
'class'=>AccessControl::className (),
'rules'=>][
[
'allow'=>true,
'actions'=>['update'],
'roles'=>['@'],
'matchCallback'=>function (Srule, Saction) {
Smodel = Sthis->findModel (Yii::Sapp->request
if (\Yii::S$Sapp->user->can('blog/update', ['mo

return true;

'allow'=>true,
'roles'=>['@'],
'matchCallback'=>function (Srule, Saction) {
ScurrentRoute = Yii::$app->controller->get
if(Yii::Sapp->user->can (ScurrentRoute)) {
return true;
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